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„Will we continue on our
undisciplined course, blown by the
chaotic winds of business and
government, until one of us finally
blunders badly enough to wake the
sleeping giant of government
regulation?”

ROBERT C. MARTIN







THERAC-25



THERAC-25
Whole program implemented by a single person
No documentation
Faulty risk assessment
Insufficient tests
Ignoring reported issues









ARIANE 5
Overflow of int16 variable
Variable not needed - dead code
Copy pasted from Ariane 4
Insufficient simulation tests





SOFTWARE STANDARDS
IEC 61508: General standards for industry
IEC 62304: Medical systems
ISO 26262: Automotive
IEC 61513: Nuclear Power Plants
EN 50128: Railway Transportation
DOC-178C: Aerospace
NASA Safety Critical Guidelines



V-MODEL





„It does not require that any particular lifecycle
model is used, but it does require that the plan
include certain ACTIVITIES and have certain
ATTRIBUTES.”

IEC 62304 (medical standard)



SAFETY INTEGRITY LEVEL

SIL4: Life of many people in danger
SIL3: Life of one person in danger
SIL2: Severe injury possible
SIL1: Minor injury possible





AEROSPACE (DO-178C)



MEDICAL (62304)

Class A: No injury or damage to health possible
Class B: Non-SERIOUS INJURY is possible
Class C: Death or SERIOUS INJURY is possible



How to control probability of failure
during development?











SAFETY AT SYSTEM LEVEL?

You cannot finish implementation first and then introduce
safety.
You cannot implement safe modules and expect resulting
system to be safe
You must care about safety from the start



RISK ANALYSIS



SAFE STATE





REDUNDANCY



SUPERVISOR CPU



INDEPENDENT CHANNELS



VOTING SYSTEM



DIVERSE PROGRAMMING

Channels implemented by independent teams
Teams don't exchange information
Teams share documentation
Reducing risk of the same software errors
Possible ways of diversification: hardware, programming
languages, techniques









SANITY CHECKS

RAM tests
Non-volatile Memory tests
CPU Tests - registers and instructions
Power supply tests
Sensor tests
Clock system tests





SOUP - SOFTWARE OF UNKNOWN
PROVENANCE

Insufficient documentation
No risk assesment
Unknown development and testing procedures
Dedicated commercial libraries turn out to be cheaper





LINES OF CODE PER HOUR



DISTRIBUTION OF ACTIVITIES IN SAFETY-
CRITICAL SYSTEM



SHOULD WE BE AFRAID OF REGULATIONS?



@MaciekGajdzica

Read more:
https://ucgosu.pl/safety-critical-eng/

THANK YOU FOR YOUR ATTENTION!


