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SWIll we continue on our
undisciplined course, blown by the
chaotic winds of business and
government, until one of us finally
blunders badly enough to wake the
sleeping giant of government
regulation?”

ROBERT C. MARTIN






low current high current high current

electron beam electron beam electron beam
was scanned was tracked with no target
across the field at the target = 'lightning’

THE PROBLEM

Electron Mode

tray including the target, a flattening filter, the collimator jaws and an on
chamber was moved OUT for "electron" mode, and IN for "photon” mode.




THERAC-25

if mode/energy specified then
begin
calculate table index
repeat
fetch parameter
output parameter
point to next parameter
until all parameters set
call Magnet
if mode/energy changed then return
end
if data entry is complete then set Tphase to 3
if data entry is not complete then
if reset command entered then set Tphase to 0
return

Magnet:

Ptime:

Set bending magnet flag
repeat
Set next magnet
call Ptime
if mode/energy has changed, then exit
until all magnets are set
return

repeat
if bending magnet flag is set then
if editing taking place then
if mode/energy has changed then exit
until hysteresis delay has expired
Clear bending magnet flag
return



THERAC-25

e Caty program zaimplementowany przez jedng osobe

e Brak dokumentacii

e Rezygnacja z zabezpieczen hardware'owych

e Brak testow systemowych

e I|gnorowanie problemow zgtaszanych przez uzytkownikow
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Why visibility matters—the Ariane 5 crash

AL OVVREREEENELE | -- Vertical velocity bias as measured by sensor
as a 64-bit L M BY 32:=

» A conversion into a 16- TBD.T_ENTIER 325 ((1.0/C_M_LSB_BV)
bit signed caused G_M_INFO_DERIVE(T_ALG.E_BV));
an overflow - Check, if measured vertical velocity bias ban be

» The current velocity of - converted 1o a 16 bit int. If so, then convert
Ariane 5 was too high it L M_BV 32 > 32767 then
to be represented as a P_M_DERIVE(T_ALG.E_BV) := 16#7FFF#
16-bit elsif L_M_BV_32 < -32768 then

* Error handling was P_M_DERIVE(T_ALG.E_BV) := 16#8000#;
suppressed for e

performance reasons

P M_DERIVE(T ALG.E BY):=
UC 165 EN T6NS(TDE.T ENTIER 165(L M_BY 32))
end if
- Horizontal velocity bias as measured by sensor
- is converfed fo a 16 bit int without checking
P M DERIVE(T ALG.E BH):=
"Source: http://moscova.inria. UC 165 EN T6NS (TDB.T ENTIER 16S((1.0/C M LSB BH)*

fr/~levy/talks/10enslongo/ .
Pt 6_M_INFO_DERIVE(T_ALG.E_BH)))



ARIANE 5

e Przyczyna overflow zmiennej int16

e Zmienna nie byta do niczego potrzebna
e Kod skopiowany z Ariane 4

e Brak testow symulacyjnych modutu SRI






NORMY

e |[EC 61508: Ogolnie o systemach safety-critical
e |EC 62304: Systemy medyczne

e |ISO 26262: Branza automotive

e |EC 61513: Elektrownie atomowe

e EN 50128: Branza kolejowa

e DOC-178C: Branza lotnicza

e NASA Safety Critical Guidelines
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Jt does not require that any particular lifecycle
model Is used, but It does require that the plan
Include certain ACTIVITIES and have certain
ATTRIBUTES.”

IEC 62304 (horma medyczna)



POZIOMY BEZPIECZENSTWA

e SIL4: zagrozenie dla zycia wielu ludzi

e SIL3: zagrozenie dla zycia pojedynczej osoby

e SIL2: zagrozenie powaznego uszczerbku na zdrowiu
e SIL1: zagrozenie drobnego urazu



Probability of
Dangerous
Failure per hour




Software Level | Effect of software anomalous behavior

Level A Multiple loss of life, usually with loss of aircraft

Level B The aircraft, or crew, is less capable to deal with adverse
operating conditions

Level C The aircraft, or crew, is less able to deal with unfavorable
operational conditions

Level D Mo significant reduction in the aircraft's level of safety

Level E No effect on safety

DO-178C Software Levels



NORMA MEDYCZNA (62304)

e Class A: No Injury or damage to health possible
e Class B: Non-SERIOUS INJURY is possible
e Class C: Death or SERIOUS INJURY Is possible



Jak obnizyC prawdopodobienstwo
btedu do wymaganego poziomu?



Table A.3 — Software Architecture (7.3)

TECHNIQUE/MEASURE Ref SILO SIL 1 SIL 2 SIL3 | SIL4
1. Defensive Programming D.14 - HR HR HR HR
2. Fault Detection & Diagnosis D.26 - R R HR HR
3. Error Correcting Codes D.19 - - - - -
4. Error Detecting Codes D.19 - R R HR HR
5. Failure Assertion Programming D.24 - R R HR HR
6. Safety Bag Techniques D.47 - R R R R
7. Diverse Programming D.16 - R R HR HR
8. Recovery Block D.44 - R R R R
9. Backward Recovery D.5 - NR NR NR NR
10. Forward Recovery D.30 - NR NR NR NR
11. Retry Fault Recovery Mechanisms D.46 - R R R R
12. Memorising Executed Cases D.36 - R R HR HR
13. Artificial Intelligence — Fault Correction D.1 - NR NR NR NR
14. Dynamic Reconfiguration of software D.17 - NR NR NR NR
15. Software Error Effect Analysis D.25 - R R HR HR
16. Graceful Degradation D.31 - R R HR HR
17. Information Hiding D.33 - - - - -
18. Information Encapsulation D.33 R HR HR HR HR
19. Fully Defined Interface D.38 HR HR HR M M
20. Formal Methods D.28 - R R HR HR
21. Modelling Table R R R HR HR
A7

22. Structured Methodology D.52 R HR HR HR HR
23. Modellina subported bv computer aided desian Table R R R HR HR




TECHNIQUE/MEASURE Ref SILO | SIL1 SIL2 | SIL3 | SIL4

1.  Formal Proof D.29 - R R HR HR

2. Static Analysis Table - HR HR HR HR
A.19

3. Dynamic Analysis and Testing Table - HR HR HR HR
A.13

4. Metrics D.37 - R R R R

5. Traceability D.58 R HR HR M M

6. Software Error Effect Analysis D.25 - R R HR HR

7. Test Coverage for code Table R HR HR HR HR
A.21

8. Functional/ Black-box Testing Table HR HR HR M M
A.14

9. Performance Testing Table - HR HR HR HR
A.18

10. Interface Testing D.34 HR HR HR HR HR

Requirements:

1) For software Safety Integrity Levels 3 and 4, the approved combination of techniques is 3, 5, 7, 8 and

one from 1, 2 or 6.

2) For Software Safety Integrity Level 1 and 2, the approved combinations of techniques is 5 together with

one from 2, 3 or 8.

NOTE 1 Technigques/measures 1, 2, 4, 5, 6 and 7 are for verification activities.

NOTE 2 Techniques/measures 3, 8, 9 and 10 are for testing activities.




Table A.12 — Coding Standards

TECHNIQUE/MEASURE Ref SILO | SIL1 | SIL2 | SIL3 | SIL4
1. Coding Standard D.15 HR HR HR M M
2. Coding Style Guide D.15 HR HR HR HR HR
3. No Dynamic Objects D.15 - R R HR HR
4. No Dynamic Variables D.15 - R R HR HR
5. Limited Use of Pointers D.15 - At R R R
6. Limited Use of Recursion D.15 - At R HR HR
7. No Unconditional Jumps D.15 - HR HR HR HR
8. Limited size and complexity of Functions, D.38 HR HR HR HR HR
Subroutines and Methods
9. Entry/Exit Point strategy for Functions, D.38 R HR HR HR HR
Subroutines and Methods
9. Limited number of subroutine parameters D.38 R R R R R
10. Limited use of Global Variables D.38 HR HR HR M M

Requirement:

1)

It is accepted that techniques 3, 4 and 5 may be present as part of a validated compiler or translator.




TECHNIQUE/MEASURE Ref SILO | SIL1 | SIL2 | SIL3 | SIL4

1. ADA D.54 R HR HR HR HR

2. MODULA-2 D.54 R HR HR HR HR

3. PASCAL D.54 R HR HR HR HR

4. CorC++ D.54 R R R R R
D.35

5 PLM D.54 R R R NR NR

6. BASIC D.54 R NR NR NR NR

7. Assembler D.54 R R R R R

8. C# D.54 R R R R R
D.35

9. JAVA D.54 R R R R R
D.35

10. Statement List D.54 R R R R R

—=




JAK DBAC O BEZPIECZENSTWO
SYSTEMU?

e Nie da sie najpierw wszystkiego zaimplementowac, a
potem dodac bezpieczenstwa

e Bezpieczenstwo pojedynczych modutdow nie gwarantuje
bezpieczenstwa catego systemu

e Bezpieczenstwo musimy miecC na uwadze od samego
poczatku projektu



ANALIZA RYZYKA

RISK ASSESSMENT MATRIX
e Catastrophic Critical Marginal Negligible
PROBABILI (1) (2) (3) (4)

Occasional

©) High

Eliminated
(F)

Remote
(D)
Improbable
(E)



SAFE STATE
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REDUNDANCJA
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PROCESOR NADZORUJACY
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system
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DWA NIEZALEZNE KANALY

Wej|scie

Wejscie

Wyjscie

Kanal 1
Modut 1 Modut 2 Modut 3
A A A
4 Y Y
Modut 1 Modut 2 Modut 3

Kanat 2

Wyjscie




SYSTEM GLOSUJACY

I-‘ Version 1 [
- -
Input : | Output
» \Version 2 - -
. selector
T Agreed
result
= Version 3 |
Fault
manager
N software versions




DIVERSE PROGRAMMING

e Poszczegolne wersje robione przez niezalezne zespoty

e \Wspdlne wymagania

e Celem jest zmniejszenie ryzyka wystgpienia tych samych
bugow

e Mozliwe sg rozne sposoby dywersyfikacji: hardware, jezyk
programowania, wykorzystane techniki












SANITY CHECKI

e Testy RAM

e Testy pamieci statej

e Testy CPU - rejestry I instrukcje
e Testy zaslilania

e Testy czujnikow



CODE REUS

[1]

3
: &
A L0
= I
i

‘ =
|~ OLD PROJECT

NEW PROJECT

*

NEW PROJECT

OLD PROJECT

MONKEYUSER.COM



SOUP - SOFTWARE OF UNKNOWN
PROVENANCE

e Niewystarczajgca dokumentacja

e Brak analizy ryzyka

e Nieznane procedury developmentu i testow
e Brak dostepu do kodu

e Czesto ptatny soft okazuje sie tanszy
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DODATKOWE AKTYWNOSCI W
PROJEKCIE SAFETY-CRITICAL
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Dodatkowe materiaty:
https://ucgosu.pl/safety-critical/

@MaciekGajdzica

DZIEKUJE!



